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Pre-Investigative Interview
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Removal & Exit Checklists

▪ Removal/Exiting Security Checklists for High, Medium or Low Risk
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▪ Develop high risk separation 

processes and procedures and 

assign appropriately in the 

organization

▪ Removal of Physical and Logical 

Access

▪ Removal/Exiting Checklist

▪ Post Separation Vigilance
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During – Script 

Be Direct & Brief

Be Complete

Do Not Negotiate
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Responding to Threats
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Scenario One





Scenario Two





Adverse Employee Separations

34

Managing Risk of Involuntary Employee Separations

Provides best practices on how to conduct an employee 

separation risk assessment and categorize that risk, keys 

to success for notifying the employee, managing access 

to facilities and IT systems, remote worker 

considerations, and post-separation vigilance. 

▪ Protocol for categorizing employee separation risk

▪ Best practices for notification, removal of physical 

and logical access, and post-separation vigilance

▪ Risk based exiting checklist

Graphical user interface, website

Description automatically generated

https://www.cisa.gov/resources-tools/resources/isc-guide-managing-risk-adverseinvoluntary-employee-separations
https://www.cisa.gov/resources-tools/resources/isc-guide-managing-risk-adverseinvoluntary-employee-separations


cisa.gov/federal-facility-security



Questions

sahrens@aeieng.com

mailto:sahrens@aeieng.com
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