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Involuntary Separation - Breaking Up
Doesn't Have To Be Hard To Do
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Have thoughts about SIA
Education@ISC?

Scan the QR Code on the left to provide your
feedback on SIA Education@ISC Sessions at ISC
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2 million

people affected by workplace
violence every year
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Hard Costs
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General @S2l il

Environmental Factors e

Proximity of other places -
Culture of the environment -
Hot/stressful environment. -

 Threat assessment team
* Investigations and related

Srevention A B N . Res ponse Measures

Training * Emergency preparedness
Policies * Insurance crisis management
Procedures and related « Communications and similar
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Pathway | Attack
To Violence

& Breaches
Preparation

Research
& Planning

Violent Ideation

Grievance

Adapted from Calhoun &
Weston, 2003
Bolante.NET, 2019
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Terminate?
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COVID-19 WHATR /A==,

Increase in Increase Managers concerned Behavioral health and
workplace concerns in stalking about employees Covid-related grievances
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Removal & Exit Checklists

Removal/Exiting Security Checklists for High, Medium or Low Risk

Actio

Notify relevant offices, such as |

Moderate Risk

Relations, payroll, and benefits,

Action

Date Supervisor’s Initials

Conduct risk assessment.

Notify relevant offices, such as HR, Employee Labor
Relations, payroll, and benefits, of the separation.

Notify appropriate security disc

Notify the individual's supervisc

Conduct risk assessment.

aware of the removal/separatio
understands their role and resp

Notify appropriate security disciplines, as needed.

transition.

Ensure trained personnel condc
interviews should cover the folli
¢ Discuss the reason for s

s Gather feedback from tl

¢ Provide information abc¢
entitlements.

s Review the employee's |
including safeguarding
information. Employees
debriefing and sign app

s Verify the employee un
their removal/separatiol

Notify the individual's supervisor
aware of the separation. Ensure
understands their role and respo

Revoke access to classified infol
clearances and access to secure

department guidelines.

Disable all access to governmer
within [l of the individual'

Ensure trained personnel conduc

interviews should cover the follo

e Discuss the reason for se

¢ Gather feedback from th

¢ Provide information abol
entitlements.

e Review the employee's ¢
including safeguarding ¢
information. Ensure the ¢
with NSI and sign approj

¢ Verify the employee und
separation.

Ensure the individual returns all
including GFE, credentials, card
IT systems, and any other identi

Revoke access to classified inforr
clearances and access to secure
upon separation notification, ¢
department guidelines.

parking passes within of

notification.

Disable all access to government
within 4 hours of the individual's

Low Risk

Action

Date

Supervisor’s Initials

Notify relevant offices, such as HR, Employee Labor
Relations, payroll, and benefits, of the separation.

Notify appropriate security disciplines, as needed.

Notify the individual's supervisor if they are not already
aware of the separation. Ensure the supervisor understands
their role and responsibilities in the transition.

Ensure trained personnel conduct exit interview. Exit
interviews should cover the following key points:

e Discuss the reason for separation.

e Gather feedback from the employee.

¢ Provide information about the employee's
entitlements.

e Review the employee's continuing obligations,
including safeguarding confidential government
information. Ensure the debriefing of employees
with NSI and sign appropriate forms.

* Verify the employee understands the terms of their
separation.
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Has the employee reacted negatively
e C before?

Has the employee shown other concerning
behavioral changes?

Does the employee have known personal
stressors?
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Is the employee without personal support?
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Rl i DY CRSDATNERL LIS S AR | J Are there other workplace concerns?
“, 5 7 3 ¥ | ! “ A \ § \ : (
\ ; % § | A Does the employee have access to
gt R Sty Su o : , 4 Fkormuns weapons?
L RN A 10

Does the employee live near the employer?

v’
5 : L ‘ v' Suspension with/without pay?
Vs 1) AL AR *—;v-«\.\u;u L :l 5 A ek &) N N . )
T R R TR VOB v" Build and rehearse the script
¢ e IS R NN G TN W v" Background check
v’

Determine need for Security/Monitor/Law
Enforcement

.
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Before —
Checklist B F—

Low Voluntary resignation (no pending investigation or performance issues)

Low Employee-led transfer to another organization

Devel 0 p h | g h I’iS k Sep ar atl on | ! - Moderate Voluntary resignation (pending investigation or performance issues)

e processes an d pro cedures and 4 Moderate | Abandonment — has not come to work and contact has been unsuccessful
1{ ; assi gn appropr | ate|y in the i 4 Moderate | Employer-led transfer to another organization

organization

Moderate Layoff due to budget cuts or workforce Reduction in Force

Moderate Completing assigned period

= Removal of Physical and Logical
Access

Moderate Administrative — Involuntary removal due to non-security reasons (i.e., using
department/agency resources for personal benefit)

Involuntary Separation for security reasons (i.e., sharing confidential information,
criminal activity, etc.)

Performance-related removal (i.e., incompetence, insubordination, or attendance
issues)

= Removal/Exiting Checklist

Behavioral concerns including theft, substance abuse, sexual harassment,
workplace violence, fraud, angry outburst, etc.

Separation because of a substantiated investigation

= Post Separation Vigilance .
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[ ]
C h e C k I I St Does the employee have access

to weapons?

e o R R e T o Determine need for
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Rl Script

o
ﬂ )
‘\ Do Not Negotiate
- This is not the time to revisit

the past, it’s time to focus on
the future

Be Complete

The decision is final

Be Direct & Brief

Consider two-part meetings .
A= Affiliated
== | Engineers’
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Script
Future-
Focused

Stay general D gm ZLy

Stay future focused

Show empathy & respect = D O m ﬂ O
4/2023 — 'i 23



A = | Affiliated

== | Engineers




A — I Affiliated
== | Engineers’

e elelplellgldto Threats

«

Responding to Threats
No counter threats

Let employee retreat
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Meeting

Part ways, wish success

Limit people to

Communicate plan
those necessary

Avoid making
it personal

Walk through
EAP resources

Eye contact and
body language

Property: company
and personal

Work through separation list

26
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LR onitoring

C

Consider Review & enhance
monitoring site security
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Scenario Olsl=
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Take 1: What did we do wrong?

Nobody has responded yet.

Hang tight! Responses are coming in.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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Scenario I\
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Take 4: What did we do RIGHT??

Nobody has responded yet.

Hang tight! Responses are coming in.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Adverse Employee Separations

Managing Risk of Involuntary Employee Separations i T

Provides best practices on how to conduct an employee
separation risk assessment and categorize that risk, keys
to success for notifying the employee, managing access
to facilities and IT systems, remote worker
considerations, and post-separation vigilance.

INTERAGENCY
e SECURITY
Q. | cOMMITTEE

Managing Risk of
. . . . Adverse/Involuntary
» Protocol for categorizing employee separation risk Riipioves Selaritions
= Best practices for notification, removal of physical S

and logical access, and post-separation vigilance ey SO
» Risk based exiting checklist

Cymemacirity and infraciuctarw Smcurty Agency
Intaragercy Sacurry Comm ttme

34
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https://www.cisa.gov/resources-tools/resources/isc-guide-managing-risk-adverseinvoluntary-employee-separations
https://www.cisa.gov/resources-tools/resources/isc-guide-managing-risk-adverseinvoluntary-employee-separations

ISC Publlcatlons
cisa.gov/federal-facility-security




INVOLUNTARY EMPLOYMENT
SEPARATION/TERMINATION
STRATEGIES

More resources InvoluntarySeparation.com

| G N

Sean Ahrens, CPP, ‘
CSC, FSyl, BSCP 312.977.2857 sahrens@aeieng.com
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