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Presenter Notes
Presentation Notes
1. Learn everything you need to know about a Security Operations Center.
2. Dive into the importance of a Dispatch Center for YOUR company and how to build one.
3. Dive into different dispatch options for your company.


Behind The Scenes_ Workflows that Drive a Successful Security Operations Center for Physical Security Providers 
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Presenter Notes
Presentation Notes
Defining an SOC according to Google’s AI: 

Security Operations Center
A SOC is responsible for responding to security incidents, such as containing threats, eradicating them, and recovering impacted assets. SOCs also work to prevent future incidents by using new intelligence to update processes and policies, and choose new cybersecurity tools. 

According to IBM: 
A security operations center (SOC) improves an organization's threat detection, response and prevention capabilities by unifying and coordinating all cybersecurity technologies and operations. 


Three Broad Stroke “General Categories” 
(1) Preparation, planning and prevention
(2) Monitoring, detection and response: Continuous, around-the-clock security monitoring, Log management, Threat detection, Incident response
(3) Recovery, refinement and compliance �
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Presenter Notes
Presentation Notes
For Physical Security Providers, a Security Operations Center is designed to monitor, analyze, and track all ongoings of the daily operations. In addition, the Security Operations Center provides dispatch support for officers out in the field and managers on duty. In this webinar, we will refer to a Security Operations Center as a shared resource and a Dispatch Center as your company personal resource. 
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Presenter Notes
Presentation Notes
SOCs Operate with:

24/7 Service
Year Round Service
Guaranteed Call Acceptance Rate
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Presenter Notes
Presentation Notes
The primary function of an SOC is to maintain the flow of all operations and provide ongoing support. SOCs can handle a wide variety of responsibilities. Determining which tasks make most sense for your company is vital to the success of working with an SOC or creating your own.

Common Tasks:
Daily Report Generation
Patrol Route Tracking
Call For Service Dispatching
Shift Attendance Checks
Officer Wellness Checks
Call Handling and Management
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Presenter Notes
Presentation Notes
Dedicated Account Manager
Rapid Response Protocols
GPS Tracking
And More


Customized Report Generation
Personalized Documentation
Handling Employee Calls Offs 
Shift Attendance Checks
And More
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Presenter Notes
Presentation Notes
(1) Company Launch: During this time, most companies handles operations at a high level management to become familiar with their best practices.
(2) 1-25 EEs: At this stage, most companies have their management still handling support. However, be aware those managers may burn out over time!
(3) 25-50 EEs: This is a great time to start looking into dispatch support! For some smaller companies, bringing on an additional part time team member to provide field support is a great option. 
(4) 50+ EEs: At this stage, most physical security providers will find themselves needing some type of dispatch support. 
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Presenter Notes
Presentation Notes
Assess Your Call Volume
Considering Existing Resources
Conduct a Tech Assessment
Client Inventory
Conduct a Budget Analysis
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Presenter Notes
Presentation Notes
If your company is receiving 10 calls per day, creating your own in house dispatch may not be needed at this stage. However, if your company is receiving 10 calls per hour, this may be a good time to look into other options. Call Volume in relation to needing an dedicated dispatcher will vary depending on the needs of your company. 

Additional things to consider regarding call volume:
What types of calls are your receiving - Urgent or Non Urgent?
Ideally how quickly would you like to handle all calls
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Presenter Notes
Presentation Notes
Considering utilizing existing staff to handle calls and dispatching needs. There may be major cost savings benefits to this tactic, however keep in mind burnout may happen. Additionally, your Security Officers and Operations staff may not be best equipped to handle call volume. 
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Presenter Notes
Presentation Notes
Creating an in house dispatch center can be very costly based on tech equipment alone. You may need to purchase the following items:

Monitors
Computers
Radios
Phone & Accessories
Server Room
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Presenter Notes
Presentation Notes
Client versus Employee | what types of calls are you getting? 

→ Example: Client Complaint? Use of Force Report? �→ Types of calls: Standing Post vs. Patrol Clients 


When training your in house dispatchers, it is vital to their success that you understand the types of incoming calls and service requests your business may be receiving. Consider the following:

Who is calling your company? Do you receive more client calls or more employee calls?
What types of service requests are you receiving? Patrol Clients vs Standing Posts
Are there any other groups who call your business? Example: Applicants, Service Inquiry, Etc. 
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Presenter Notes
Presentation Notes
Conduct a Budget Analysis:

Budget Items to Consider: 

What are you paying hourly for a dispatcher 24x7? 
What are those additional hourly costs? (WC, Sick Leave, Payroll Taxes & Liabilities, etc) 
Who is managing / responsible for those Dispatchers? 
What happens when a Dispatcher calls off? 
Are you billing anyone for that service? 
What are you paying for your phone system, radios, etc? 
Training Dispatchers? 






BUDGETING FOR A FULLY
FUNCTIONAL SOC

HOURLY PAY FOR A 24x7x365 DISPATCHER

$22/HR x 24HRs x 365 = $192,720.00
BASE SALARY SAMPLE
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Presenter Notes
Presentation Notes
How To Budget for your 
Dispatch Center:


Samples:

Assuming $22/HR Pay Rate 
6 Dispatchers (5x8) 



While creating your own dispatch center may be effective, there are a few budget items to consider:

Hourly Pay of 24/7 Dispatcher + Additional Hourly Costs

$22/HR x 24HR x 365 = $192,720 (BASE RATE COST ALONE!)

$16,060.00/MONTH 

Other expenses you may experience and items to consider: 
Supervisory Costs
Overtime Costs
Non Billable Hours
Equipment Costs
Dispatch Training 
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Presenter Notes
Presentation Notes
Step 1: Prepare SOC Protocols

Your Standard Operating Protocols should be fully completed BEFORE you launch your SOC. 

Protocols should be:
Well thought out
Clear and concise 
Without “grey” areas 
Easily accessible
Easily editable


Step 2: Hire A Stellar Operator Team

Taking the time to hire an outstanding operator team is vital to the success of your SOC. 

An Operators role is:
Demanding
Mentally Taxing 
Requires a specialized skill set



Step 3: Complete In Depth Training

Operator Onboarding should include an in-depth Operator Training on your specific SOC Protocols. 

Remember, your Operators may not be well versed in your Private Security Company. 


Step 4: Launch Your SOC & Streamline Workflows


If you want to:

Elevate Your Operators
Maximize Operations Capabilities 
Alleviate User Error

We must streamline workflows! 
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Presenter Notes
Presentation Notes
A Shared Security Operations Center is Dispatch Center with added benefits. Utilizing a Shared Security Operations Center may be a good option for you if creating in an house dispatch center is not accessible to you at this time. 

THREE KEY BENEFITS: 
1. Cost Savings
2. Adding Value to Client Portfolio 
3. Additional Resources 



COST SAVINGS
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Presenter Notes
Presentation Notes
Relieves the Cost of an In House Dispatcher
Consistent Reports
Relieves Third Party Services
Experts in many platforms and processes






COST SAVINGS: BY THE NUMBERS
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Presenter Notes
Presentation Notes
Benefits: 



Utilizing a Shared Security Operations Center not only benefits you, but your clients as well. 
Employee Retention 
Recruitment
Client Retention
Increased Safety of your Employees and Clients
Mitigation of Burnout of your staff
Revenue Increase Potential (you can upsell your services!)
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Presenter Notes
Presentation Notes
Specific areas of cost savings:
Additional Hourly Costs (payroll taxes, etc) 
Management of Dispatchers
Dispatcher Call Outs
Billable Hours VS Non Billable Hours
Phone Systems, Radios, Other Equipment
Training Costs
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Presenter Notes
Presentation Notes
Webinars like this one or “Workflows that Drive a Successful Security Operations Center
For Physical Security Providers”
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Education@ISC?
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