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AGENDA 

Security Operations 
Center (SOC) 101

Build Your Own 
Dispatch

Shared Center 
Benefits

Presenter Notes
Presentation Notes
1. Learn everything you need to know about a Security Operations Center.2. Dive into the importance of a Dispatch Center for YOUR company and how to build one.3. Dive into different dispatch options for your company.Behind The Scenes_ Workflows that Drive a Successful Security Operations Center for Physical Security Providers 



SECURITY 
OPERATIONS 
CENTER 101 
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Presenter Notes
Presentation Notes
Defining an SOC according to Google’s AI: Security Operations CenterA SOC is responsible for responding to security incidents, such as containing threats, eradicating them, and recovering impacted assets. SOCs also work to prevent future incidents by using new intelligence to update processes and policies, and choose new cybersecurity tools. According to IBM: A security operations center (SOC) improves an organization's threat detection, response and prevention capabilities by unifying and coordinating all cybersecurity technologies and operations. Three Broad Stroke “General Categories” (1) Preparation, planning and prevention(2) Monitoring, detection and response: Continuous, around-the-clock security monitoring, Log management, Threat detection, Incident response(3) Recovery, refinement and compliance �



DEFINING AN SOC FOR 
PHYSICAL SECURITY 
PROVIDERS 

Presenter Notes
Presentation Notes
For Physical Security Providers, a Security Operations Center is designed to monitor, analyze, and track all ongoings of the daily operations. In addition, the Security Operations Center provides dispatch support for officers out in the field and managers on duty. In this webinar, we will refer to a Security Operations Center as a shared resource and a Dispatch Center as your company personal resource. 



HOW DOES AN SOC OPERATE 

24/7 
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Service

Call 
Acceptan
ce Rate

Presenter Notes
Presentation Notes
SOCs Operate with:24/7 ServiceYear Round ServiceGuaranteed Call Acceptance Rate



AN SOC FOR PHYSICAL OPERATORS
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Presenter Notes
Presentation Notes
The primary function of an SOC is to maintain the flow of all operations and provide ongoing support. SOCs can handle a wide variety of responsibilities. Determining which tasks make most sense for your company is vital to the success of working with an SOC or creating your own.Common Tasks:Daily Report GenerationPatrol Route TrackingCall For Service DispatchingShift Attendance ChecksOfficer Wellness ChecksCall Handling and Management



DISPATCH VERSUS MOD

OPERATOR SUPERVISOR

Presenter Notes
Presentation Notes
Dedicated Account ManagerRapid Response ProtocolsGPS TrackingAnd MoreCustomized Report GenerationPersonalized DocumentationHandling Employee Calls Offs Shift Attendance ChecksAnd More
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BUILD YOUR 
OWN DISPATCH 
CENTER 



TO DISPATCH OR NOT

Company 
Launch

1-25 
Employees

25-50 
Employees

50+ 
Employees

Presenter Notes
Presentation Notes
(1) Company Launch: During this time, most companies handles operations at a high level management to become familiar with their best practices.(2) 1-25 EEs: At this stage, most companies have their management still handling support. However, be aware those managers may burn out over time!(3) 25-50 EEs: This is a great time to start looking into dispatch support! For some smaller companies, bringing on an additional part time team member to provide field support is a great option. (4) 50+ EEs: At this stage, most physical security providers will find themselves needing some type of dispatch support. 



DISPATCH 
CONSIDER-
ATIONS 

Assess Your Call Volume

Considering Existing Resources

Conduct a Tech Assessment

Client Inventory

Conduct a Budget Analysis

Presenter Notes
Presentation Notes
Assess Your Call VolumeConsidering Existing ResourcesConduct a Tech AssessmentClient InventoryConduct a Budget Analysis



ASSESS YOUR CALL VOLUME

Presenter Notes
Presentation Notes
If your company is receiving 10 calls per day, creating your own in house dispatch may not be needed at this stage. However, if your company is receiving 10 calls per hour, this may be a good time to look into other options. Call Volume in relation to needing an dedicated dispatcher will vary depending on the needs of your company. Additional things to consider regarding call volume:What types of calls are your receiving - Urgent or Non Urgent?Ideally how quickly would you like to handle all calls



CONSIDER EXISITING RESOURCES

Presenter Notes
Presentation Notes
Considering utilizing existing staff to handle calls and dispatching needs. There may be major cost savings benefits to this tactic, however keep in mind burnout may happen. Additionally, your Security Officers and Operations staff may not be best equipped to handle call volume. 



CONDUCT A TECH ASSESSMENT

Presenter Notes
Presentation Notes
Creating an in house dispatch center can be very costly based on tech equipment alone. You may need to purchase the following items:MonitorsComputersRadiosPhone & AccessoriesServer Room



CLIENT INVENTORY

Call 
Classifications 

Service 
Requests 

Identify 
Caller 

Groups

Alarm 
Triggers

Presenter Notes
Presentation Notes
Client versus Employee | what types of calls are you getting? → Example: Client Complaint? Use of Force Report? �→ Types of calls: Standing Post vs. Patrol Clients When training your in house dispatchers, it is vital to their success that you understand the types of incoming calls and service requests your business may be receiving. Consider the following:Who is calling your company? Do you receive more client calls or more employee calls?What types of service requests are you receiving? Patrol Clients vs Standing PostsAre there any other groups who call your business? Example: Applicants, Service Inquiry, Etc. 



CONDUCT A BUDGET ANALYSIS
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Presenter Notes
Presentation Notes
Conduct a Budget Analysis:Budget Items to Consider: What are you paying hourly for a dispatcher 24x7? What are those additional hourly costs? (WC, Sick Leave, Payroll Taxes & Liabilities, etc) Who is managing / responsible for those Dispatchers? What happens when a Dispatcher calls off? Are you billing anyone for that service? What are you paying for your phone system, radios, etc? Training Dispatchers? 



BUDGETING FOR A FULLY 
FUNCTIONAL SOC

Presenter Notes
Presentation Notes
How To Budget for your Dispatch Center:Samples:Assuming $22/HR Pay Rate 6 Dispatchers (5x8) While creating your own dispatch center may be effective, there are a few budget items to consider:Hourly Pay of 24/7 Dispatcher + Additional Hourly Costs$22/HR x 24HR x 365 = $192,720 (BASE RATE COST ALONE!)$16,060.00/MONTH Other expenses you may experience and items to consider: Supervisory CostsOvertime CostsNon Billable HoursEquipment CostsDispatch Training 



PREPARE YOUR SOC FOR SUCCESS

Prepare SOC 
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Launch Your SOC & 
Streamline Workflows

Presenter Notes
Presentation Notes
Step 1: Prepare SOC ProtocolsYour Standard Operating Protocols should be fully completed BEFORE you launch your SOC. Protocols should be:Well thought outClear and concise Without “grey” areas Easily accessibleEasily editableStep 2: Hire A Stellar Operator TeamTaking the time to hire an outstanding operator team is vital to the success of your SOC. An Operators role is:DemandingMentally Taxing Requires a specialized skill setStep 3: Complete In Depth TrainingOperator Onboarding should include an in-depth Operator Training on your specific SOC Protocols. Remember, your Operators may not be well versed in your Private Security Company. Step 4: Launch Your SOC & Streamline WorkflowsIf you want to:Elevate Your OperatorsMaximize Operations Capabilities Alleviate User ErrorWe must streamline workflows! 
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BENEFITS OF A 
SHARED SOC 

Presenter Notes
Presentation Notes
A Shared Security Operations Center is Dispatch Center with added benefits. Utilizing a Shared Security Operations Center may be a good option for you if creating in an house dispatch center is not accessible to you at this time. THREE KEY BENEFITS: 1. Cost Savings2. Adding Value to Client Portfolio 3. Additional Resources 



COST SAVINGS

  Relieves the Cost of an In 
House  Dispatcher

  Consistent Reports

  Relieves Third Party Services

  Experts in many platforms and 
processes

Presenter Notes
Presentation Notes
Relieves the Cost of an In House DispatcherConsistent ReportsRelieves Third Party ServicesExperts in many platforms and processes



$200K  

AVERAGE COST 
SAVINGS 10%

10%
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OTHER

COST SAVINGS: BY THE NUMBERS



ADDING VALUE TO 
YOUR CLIENT PORTFOLIO
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Presenter Notes
Presentation Notes
Benefits: Utilizing a Shared Security Operations Center not only benefits you, but your clients as well. Employee Retention RecruitmentClient RetentionIncreased Safety of your Employees and ClientsMitigation of Burnout of your staffRevenue Increase Potential (you can upsell your services!)



OVERVIEW OF BENEFITS 

Presenter Notes
Presentation Notes
Specific areas of cost savings:Additional Hourly Costs (payroll taxes, etc) Management of DispatchersDispatcher Call OutsBillable Hours VS Non Billable HoursPhone Systems, Radios, Other EquipmentTraining Costs





LET’S STAY CONNECTED

Presenter Notes
Presentation Notes
Webinars like this one or “Workflows that Drive a Successful Security Operations CenterFor Physical Security Providers”



THANK YOU
Have thoughts about SIA 
Education@ISC?
Scan the QR Code on the left to provide your 
feedback on SIA Education@ISC Sessions at ISC West


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	THANK YOU

