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SIA’s Technical Practitioner Community
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Report Download: 
securityindustry.org
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About the Security Megatrends
• The 10 industry-shaping trends
• First Edition: 2017
• Released annually by SIA at Imperial Capital SIC
• Based on extensive surveys, focus groups, SNG 

content, and input from advisors
• Designed to look out at least 3-5 years but will also 

recognize megatrends with immediate impact
• Presented at Securing New Ground, ISC West and 

major events
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Foundational 
Trends
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1. Evolution of the Channel
2. AI: Intelligent Automation of 

Security
3. Correcting the 

Systemic Undervaluation of Security
4. Visual Intelligence, Not Video 

Surveillance
5. IT-OT Security Convergence

6. Platform Aggregation
7. Democratization of Identity and 

Mobile Credentials
8. Growth of Advanced Detection 

Technologies
9. Shift of Influence from Hardware to 

Software
10. SaaS, HaaS, DaaS and a Managed 

Services Future
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Key Takeaways:
1. Evolving and Converging Roles: 

Manufacturers, Distributors, Integrators
2. Competition for Customer Ownership
3. Changing Demands from End Users
4. Technology Modernization Contributing 

to Evolution
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Trends Impacting the Channel

• Move to cloud/SaaS
• Internet of Things (IoT) 

architectures
• AI/machine learning
• Enterprise software
• Data convergence

• Enhanced stakeholder 
expectations

• Dynamic and evolving risks
• Access to funding/return on 

investment (ROI)
• Beyond security use cases
• Access to skills and expertise

• Workforce challenges
• Shift to service models
• Globalization
• Supply chain resilience
• Compliance
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Questions:

What do you need more of from the channel 
in terms of ideas, support and service?

How have your channel partners adapted to 
better serve your needs?

What are existing frustrations you have with 
the channel?
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Key Takeaways:

1. Create more efficiency in security 
operations

2. Create actionable insight from 
proliferation of sensor data and other 
security or operational information

3. Automate previously onerous security 
practices

80%
of the spend on security today is 
manual labor

50%
typical amount spent on labor in 
most other high-tech industries
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Questions:

What are pain points you feel that need 
automation?

How is your business generally applying 
automation or AI outside of the security domain 
and what lessons can we draw from those 
applications? 

Beyond security, how are you using AI to make 
your security team more efficient?
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Key Takeaways:
1. Value of security not fully recognized by 

business leaders
2. Security leaders challenged to “prove the 

negative” must flip the script and 
demonstrate ROI
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Questions:

How are you flipping the script and finding 
operational benefits from your security 
investments?

How are you justifying the value of security 
differently today?
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Key Takeaways:
1. Video today still largely not AI-enabled, 

but technology refresh cycles will change 
that status

2. Cameras are the ultimate sensor and a 
platform for “sensorization”

3. Business insights from video investments

Predictions:
1. AI will allow deep search of recorded content.
2. Future of video is all content analyzed in real-time.
3. Video operational ownership will not be exclusive to the security team.
4. Justifications for investments in video technology become easier.
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Questions:

How are you utilizing video today (or how do 
you envision you will use video differently) 
beyond classic “security camera” applications 
of the past?

As video’s domain expands beyond security, 
what challenges do you have in managing 
access to video assets/data?

Same questions: Access Control



18

Key Takeaways:
1. Practitioners/businesses overwhelmed 

with data as IoT device numbers explode
2. Today: visualization/dashboarding; future 

of “aggregation” is likely to be the 
application of an AI layer to aggregated 
information

3. Driven by smart building sector
4. Evolution of VMS companies into platform 

providers

Explosive Growth in IoT
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Questions:

What are your paint points in terms of 
getting a full understanding of the data you 
have coming in from different aspects of 
your security program?
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Key Takeaways:
1. Emerging form factors: 1) biometric, 2) 

credentials/phone
2. Cost of badges not being fairly compared 

to the cost of mobile credentials
3. Competition for dominance: credential 

issuers, wallet platforms, middleware 
companies

4. Clear need for standards
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Questions:

Mobile credentials comes together with 
recurring costs, significant upgrade work, 
creation of new internal processes, and 
complex technical management. Is the pain 
worth the gain?
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Key Takeaways:
1. Goal of security teams is not to own, 

operate and manage technologies. Goal is 
to keep people safe, protect the business, 
protect both physical and 
digital/informational assets.

2. Businesses increasingly want to rent the 
technology but own the outcome.



23

Questions:

What do you see as the pros? Scalability? 
Technology refresh lifecycle? Cybersecurity 
upgrade processes?

What do you see as the negative? Operating 
budget impact? Data ownership?
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Report Download: 
securityindustry.org



Thank you!
Have thoughts about SIA 
Education@ISC?
Scan the QR Code on the left to provide your feedback 
on SIA Education@ISC Sessions at ISC West
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